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ITocranoBnenue [IpaButensctBa PO ot 15 urons 2022 r. N 1272 "O06 yTBep:KA€HUHU TUIIOBOT'O MOJI0KEHUS

0 3aMECTHTEJIC PYKOBOJIUTENS OpraHa (OpraHu3alim), OTBETCTBEHHOM 3a o0ecrieueHre nH(GOpMAIIMOHHON

0e30macHOCTH B OpraHe (OpraHu3alim), ¥ THTIOBOTO MOJIOKEHUS O CTPYKTYPHOM IOJIPa3/IeICHUU B OpraHe
(opranmu3anuun), odecreunBarIeM HHPOPMAIIMOHHYIO0 0€301TaCHOCTh OpraHa (opranu3anun)"

B cootBerctBuM ¢ noanynkrom "a" nmynkra 3 Ykasza [Ipesunenta Poccuiickoit denepanuun ot 1
Masgs 2022r. N 250 "O nOmOTHUTENBHBIX Mepax Mo obecrneueHur0 WHGOPMAIMOHHONW O€30MacHOCTH
Poccuiickoit @enepanun [IpaButenbctBo Poccuiickoii @enepanyiy IOCTAHOBIISET:

YTBepIUTh NpUIaracMoie:

TUIIOBOE II0JIOKEHHE O 3aMECTHTENIE PYyKOBOJIUTENS opraHa (OpraHu3allM), OTBETCTBEHHOM 3a
obecrieueHre HHPOPMAITMOHHOHN 0€30MaCHOCTH B OpTraHe (OpraHu3aIum);

TUIIOBOE TIOJIOKEHNE O CTPYKTYPHOM IOJIpa3/Ie]IeHU B OpraHe (OpraHu3anuu), 00ecreunBaonem
MH(GOPMaIMOHHYIO O€30MMaCHOCTh OpraHa (OpraHu3aluu).

IIpencenarens [IpaButenscTBa M. Muiyctus
Poccuiickoit ®enepanun

YTBEP/KAEHO
nocraHosieHueM IlpaBuresbeTBa
Poccuiickoii Penepannu

ot 15 nroas 2022 r. N 1272

Tunosoe noJio:keHue
0 3aMeCcTHUTeJIe PYKOBOAMTEIsl OpraHa (OpraHu3ainuu), OTBETCTBEHHOM 3a o0ecrneyeHue
HH(OPMAIMOHHOI 6€30NACHOCTH B OpraHe (OpraHu3anmnu)

1. O01ue mos10KeHus

1. HacTosiiee TUIIoBOE MOJIOKEHHE OIpEeIIsieT MOJTHOMOYUS, IIpaBa U 00SI3aHHOCTH 3aMECTUTEIIs
pykoBoauTens (enepasbHOr0 OpraHa HCIHOJHUTENbHOM BIIACTH, BBICHIETO HCIOJIHUTEIBHOTO OpraHa
cyobekra Poccuiickoit ®enepanuu, TocyAapcTBEHHOro (OHIA, TOCYJapCTBEHHOH KOPHOpaLuu
(KOMMaHMM) U WHOW OpraHU3allMy, CO3/JaHHOW Ha OCHOBAaHMHU (heepajbHOrO 3aKOHa, CTPATETMYECKOro
OPEANPUATHS, CTPATErMYECKOro aKIMOHEPHOro oOIIecTBa W CUCTEMOOOpasyloliel opraHu3aluu
pPOCCUMCKONH  SKOHOMMKH,  IOPUIUYECKOrO  JIMIA,  SIBISIIOIIETOCS ~ CYOBEKTOM  KPUTHYECKOU
uH(popMallnoHHONH WHGpacTpykTypsl Poccuiickoii @enepaunu (manee - opraH (opraHuzaius),
OTBETCTBEHHOT'O 3a o0ecrnedyeHrne nHpopMalMoHHONW 0e30MacHOCTH B OpraHe (OpraHU3aluu), B TOM YKCIe
3a oOHapyKeHHue, NPeaypexAeHUEe U JTUKBUIALMIO MTOCIEACTBUI KOMITBIOTEPHBIX aTakK, U pearupoBaHUe
Ha KOMIbIOTEPHbIE HHLIUCHTHI (Jlajiee - OTBETCTBEHHOE JIUIIO).

2. OTBETCTBEHHOE JIUIIO OIPEIENIAETCs] PYKOBOAUTENIEM OpraHa (OpraHu3aIim).

3. OTBETCTBEHHOE JIMIO OCYLIECTBISET CBOK JIE€ATEIBHOCTh HAa OCHOBE JIOJKHOCTHBIX
pernamMeHToB  (MHCTPYKIUi)  (eaepanbHBIX  TOCYJApCTBEHHBIX  TPAXJAHCKUX  CIyXKaluX |
TOCYJapCTBEHHBIX TPaXIAHCKUX Ciyxammx cyobekta Poccuiickoit ®enepanuu, JOKHOCTHBIX
UHCTPYKUMH pabOOTHUKOB oOpraHm3anuii Bcex (opM COOCTBEHHOCTH C YYE€TOM OCOOEHHOCTEeH
JeATeTLHOCTH oOpraHa (opraHuzanuu) (gaiee - paOOTHUKKA opraHa (OpraHM3allii) W TOJYUHSIETCS
HEMOCPEACTBEHHO PYKOBOIUTENIO OpraHa (OpraHu3aium) J100 JOKHOCTHOMY JIMILY, €r0 3aMEIaloIIeMy.

4. OTBETCTBEHHOE JIUI0 BXOJIUT B COCTaB KOJIJIETHAJIbHBIX OPraHOB OpraHa (OpraHu3alun).

5. VkazaHus ¥ TOpYYEHHUS OTBETCTBEHHOIO JIMIA B 4YacTH oOecredeHus HHGOpMAIMOHHON
0€30MacCHOCTH SIBIISIIOTCSL 00S3aTeIbHBIMU Ui WCIIOJHEHUS BCEMH TOCYJapPCTBEHHBIMH CITy)KAlllUMHU,
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MYHULUIAIBHBIMU CIYXKAIUMH U paOOTHUKaMM OpraHa (OpraHu3aLum).
I1. KBanugukanuonubie TpeGOBaHNSA K OTBETCTBEHHOMY JIMILY

6. OTBETCTBEHHOE JIMIO JIOJDKHO MMETh BbIcliee 00Opa30BaHHE (HE HMXKE YPOBHsI CIIELUAINTETA,
MarucTpaTypbl) MO HampaBlIeHUIO oOecrieueHus: nH(pOpMaIMOHHON Oe3omacHocTH. Ecnu oTBeTCTBEHHOE
JIMIIO UMEET BhIclIee 00pa3oBaHKe IO JPYroMy HalpaBJIEHUIO MMOAIOTOBKH (CIELUAIBHOCTH), OH JIOJIKEH
npoiiTu  o0ydeHHe 1O mporpamMme NpodEecCHOHATBHONW  IEPErnoArOTOBKH IO  HAlpaBJICHUIO
"UndopmannonHas 6€301macHOCTh".

7. Jns OTBETCTBEHHOro JuIa TpeOyroTcs Haluyhe CJIeIyIIuX 3HAHUH, YMEHHHA U
npodeCCHOHATBHBIX KOMIIETEHIUI:

a) OCHOBHBIE (B TOM 4YMCIIE€ IPOU3BOJICTBEHHbIE, OM3HEC U YIPABIECHUYECKUE) MPOLIECCH OpraHa
(opranm3anuun) u cnernuduka odecreyeHus HHPoOpMaIMOHHOW 0€30IMaCHOCTH opraHa (OpraHU3allin);

0) BimsHUE MH()OPMAITMOHHBIX TEXHOJIOTHI Ha IEATEIIEHOCTh OpTraHa (OpraHu3allim), B TOM YHCIIE:

poidb M MECTO MH(OPMAIMOHHBIX TEXHOJOTMM (B TOM YHCIE CTENeHb HWHTErPaluu
MH(OPMALMOHHBIX TEXHOJIOTHI) B Ipolieccax (pyHKIMOHUPOBAHMS OpraHa (OpraHu3alum);

3aBUCUMOCTb ~ OCHOBHBIX  IIPOLECCOB  (DYHKLMOHHMPOBAaHUs  opraHa (opraHus3alnuu)  OT
UH(POPMALMOHHBIX TEXHOJIOTHUI;

B) UH(OPMAIIMOHHO-TEIEKOMMYHHUKAIIMOHHbIE TEXHOJIOTUH, B TOM YHUCIIE:

COBpPEMEHHBIE MH(POPMAIMOHHO-TEJICKOMMYHHUKAMOHHBIE TEXHOJOTHH, MCIIOJIb3yeMble B OpraHe
(opraHu3anun);

CHOCOOBI MOCTPOEHHUS] HMH(POPMALMOHHBIX CHCTEM, HH()OPMAIIMOHHO-TEIIEKOMMYHHUKAITHOHHBIX
ceTell, aBTOMAaTU3UPOBAHHBIX CUCTEM yIpaBieHUs (HOpMUPOBaHUS MH(POPMALIMOHHBIX PECypcoB (aajee -
CUCTEMBI U CETH), B TOM YHCJIE OTPAHUYEHHOI'O 10CTYIIA;

TUIIOBbIE APXUTEKTYpPbhl CHUCTEM WU CeTel, TpeOOBaHUS K HX OCHAIIEHHOCTH IPOrPaMMHBIMU
(mporpaMMHO-TEXHUYECKUMH) CPEICTBAMU;

HOPUHIUIBI TOCTPOCHUS M (YHKIMOHMPOBAHUS COBPEMEHHBIX OINEPAIMOHHBIX CHCTEM, CUCTEM
yIpaBiieHus: 6a3aMH JaHHBIX, CUCTEM M CETel, OCHOBHBIX IPOTOKOJIOB CUCTEM U CETEH;

r) o0ecrnieyeHre HHPOPMALIMOHHOM O€3011aCHOCTH, B TOM UYHUCIIE:

LeNH, 3a7auyd, OCHOBBI OpTraHU3allUM, KIIIOYEBBIE 3JIEMEHTHI, OCHOBHBIE CIIOCOOBI M CpEeACTBa
obecrnieueHns nHGHOPMALIMOHHON OE30MaCHOCTH;

nenu odecnieyeHus MHGOPMAMOHHON 0€30MacHOCTH NMPUMEHUTENbHO K OCHOBHBIM IIpolleccaM
(YHKIMOHUPOBAaHUS OpraHa (OpraHu3alyy), peaaTu3aii 1 KOHTPOJIS UX JOCTHKEHUS;

NPUHIUITB U HATIPABJICHUSI CTPATETMYECKOTO Pa3BUTH MHPOPMALIMOHHOW 0€301TaCHOCTH B OpraHe
(opranuzanun);

npaBuiia pa3paboTKH, YTBEPKICHUS U OTMEHBI OpraHU3alMOHHO-PACTIOPIUTEIBHBIX JOKYMEHTOB
o BompocaM o0ecredeHnss HHPOPMALMOHHOW 0e30MacHOCTH B opraHe (OpraHus3aluu), COCTaB M
coJiep’KaHue TaKUX JOKYMEHTOB;

HOPSIOK  OpraHu3aluu paboT mo olecrneyeHuo MHPOPMALMOHHOM O0€30MacHOCTH B OpraHe
(opranuzanun);

OCHOBHBIC HETaTHBHBIE TOCJIEACTBUS, HACTYIUIEHUE KOTOPHIX BO3MOXHO B pe3yJbTaTe peaan3aluu
yrpo3 6e30macHOCTH MHPOpMaIU, CIOCOOBI U METO/AbI 00eCledeHHs] U MOAJep>KaHUs HEeoOXOIUMOro
ypoBHsS (COCTOsSIHMSI) MH(OPMAIIMOHHON Oe30macHOCTH oOpraHa (OpraHM3aluu) Uil HUCKITIOUYEHHS
(HEBO3MOYKHOCTH pealn3allii) HETaTUBHBIX TOCIEACTBUHN, a TaK)Ke TOPSIOK MPOBEACHUS TPAKTUICCKUX
IOPOBEPOK M KOHTPOJS PE3yJIbTATUBHOCTH IPHUMEHSEMBIX CHOCOOOB M METO/A0B oObOecredeHus
nH(}OpPMaIllMOHHON 0€30M1aCHOCTU OpraHa (OpraHu3alyn);

OCHOBHBIE YI'pO3bl 0€30MacCHOCTH MH(OPMAIIUH, MPEANOCHUIKA WX BOSHUKHOBEHHSI M BO3MOXKHBIE
MYTH UX PeaN3alliy, a TAK)KE TOPSIOK OIEHKH TaKuX yTPo3;

BO3MOXXHOCTH W Ha3HAYEHUs THUIIOBBIX MPOrPAMMHBIX, MPOrPaMMHO-AMMAPATHBIX (TEXHUYECKUX )

18.01.20232 Cucrema TAPAHT 2/11



[ocranosnenue [IpaBurenscrBa PO ot 15 mromnst 2022 r. N 1272 "O0 yTBep»KICHUU THUIIOBOT'O MTOJI0XKEHHS O 3aMECTHUTEJIE. ..

cpencTB obecrnedeHus: HHGOPMAITMOHHOW 0€301MacHOCTH;

CIocoObl M CpEeACTBa IPOBEACHUS KOMIIBIOTEPHBIX AaTaK, aKTyalbHbIE TAKTUKM M TEXHUKU
HapyuIuTeneu;

NOPSZIOK OpraHMU3alMK B3aUMOJIEHCTBUS CTPYKTYPHBIX ITOAPA3IEIEHUN opraHa (opraHu3alun) npu
pEeLIeHUH BONPOCOB obecneueHust MH(YOPMaIIMOHHOM 0€30I1aCHOCTH;

yIpaBJIeHUE IPOEKTaMH 110 MH(HOPMAIIHOHHON 0€3011aCHOCTH;

AQHTUKPU3UCHOE YIIpaBJIEHUE M IPHUHATUE YIPABJICHUYECKUX pPEIIEHUM INpH pearupoBaHUM Ha
KPU3HCHI U KOMIIBIOTEPHBIE UHIU/IEHTHI;

IUIAaHUPOBaHUE JEATEIbHOCTH IO obecreueHnio HH(OpManuMoHHONW O0€30IacCHOCTH B OpraHe
(opranu3anum), MOJBEAOMCTBEHHBIX OpraHu3anusax ((puinanax, mpeacTaBUTEIbCTBAX);

(GopMyIMpOBaHHE H3MEPUMBIX U HPAKTUYECKUX PE3YJIbTAaTOB JEATEIBHOCTH IO 00ECHeUeHHUIO
UH(POPMALIMOHHON 0€30IacHOCTH OpraHa (OpraHM3aluu), MOABEJOMCTBEHHBIX OpraHu3anmi ((uimmuanos,
IPEJCTaBUTEIILCTB);

opraHuszanusi pa3pabOTKuM MOJUTUKHM (TpaBuUj, NPOLEAYp), PpEeriJaMeHTHPYIOUIEH BONPOCHI
UHPOPMALIMOHHOM 0€30MacHOCTH B oOpraHe (OpraHM3alud), B IOJBEAOMCTBEHHBIX OpraHU3aIMIX
(punmanax, mpeacTaBUTENHCTBAX ) (A€ - MOJIMTHKA);

BHE/IPEHUE TIOJUTUKH;

OpraHu3aiys KOHTPOJIS U aHaJIU3a IPUMEHEHHUS OJIUTUKH;

OpraHu3alsi MEpONpUATHHA MO pa3paboTKe €AMHBIX WHCTPYMEHTOB M MEXaHM3MOB KOHTPOJIS
NEeSITeIbHOCTH 10  O0ECleYeHHI0 HH(GOPMAIMOHHONH O€30macHOCTH B OpraHe (OpraHu3aluf),
IIOJIBEIOMCTBEHHBIX OpraHu3anusix ((puiananax, NpeJcTaBUTEIbCTBAX);

NOJJIEP)KKA U COBEPILIEHCTBOBAaHUE JIEATEIBHOCTH IO OOECHEeueHUI0 HH(OPMALMOHHON
0e30macHOCTM B opraHe  (OpraHu3allu),  IIOJIBEJJOMCTBEHHBIX  OpraHu3auuax  (¢puiuanax,
IPEJICTaBUTENIbCTBAX );

OpraHu3alys MEpONPUATHIA MO ONPEIeICHUIO Yrpo3 0€30MacHOCTH HH(POPMALIUK CUCTEM U CeTeH,
a TaKxke 1Mo (GopMHUPOBAHUIO TPEOOBaHHWI K oOecrneueHn0 MH(POPMAIMOHHON O€30MacHOCTH B OpraHe
(opranuzanun);

OpraHM3aIys BHEIPEHUs CIIOCOO0OB M CPEJCTB JUIsl obecreueHus] nH()OpMalMOHHONW 06€301acHOCTH
B OpraHe (OpraHu3aium), oABeIOMCTBEHHBIX OpraHu3alusax (punuanax, NpeacTaBUTENbCTBAX);

OpraHM3aIys MEpPOIPHUATHI 1O aHAJTU3y U KOHTPOJIIO COCTOSIHUS MH(OPMaIlMOHHONM 06e301acHOCTH
opraHa (opraHuzalMy) U MOJEpHHU3aIMM (TpaHchopMalMK) HpoleccoB (YHKIMOHMPOBAHUS OpraHa
(opranmu3anun) B 1esx odecrnedeHus: HHOOPMAIMOHHOM 0€30MacHOCTH B OpraHe (OpraHu3alinm);

oOecrieyeHne MH(POPMAIIMOHHONW 0€30MacHOCTU B XOJI€ HKCIUTyaTallud CUCTEM M CETeH, a Takxke
IIPU BBIBOJIE UX U3 IKCILTyaTalluu;

OpraHu3alysl MEpONpPHUATHNA 1O OOHApPYKEHHIO, MPEAYNPEXICHUIO U JUKBUIALMM MOCIEACTBUN
KOMIIBIOTEPHBIX aTak Ha MH(OpPMAIMOHHBIE pECypchl opraHa (OpraHu3allid) M pearupoBaHUIO Ha
KOMIIBIOTEPHBIE UHIIUICHTHI;

OpraHM3alysl  MEpONpUATHNH MO  OTCIEKUBAHUIO U  KOHTPOJIIO  JIOCTHXKEHUS  Lenel
UHPOPMALIMOHHOM Oe3omacHOCTH  ((PaKTUYECKH JTOCTUTHYTHIM dS(Qekr u pes3ynbraT) B OpraHe
(opranuzanun), MOABEIOMCTBEHHBIX OpraHu3anusax (punuanax, npeacTaBUTENbCTBAX).

8. C yuerom o0jacTu M BUJAA JEATEIBHOCTH OpraHa (OpraHM3alMU) OT OTBETCTBEHHOIO JIHIlA
TpeOyeTcs 3HaHNE HOPMATHUBHBIX MPABOBBIX akTOB Poccuiickoit deneparuu, METOIUIECKUX TOKYMEHTOB,
MEXTYHAPOIHBIX M HAIMOHAIBHBIX CTAaHAAPTOB B O0JIACTH:

a) 3alIUThI TOCYJAPCTBEHHON TalHBI,

0) 3amuTHl UHPOPMALMU OTPAHUYEHHOTO JIOCTYIa, HE COAEpKalled CBEJCHHMH, COCTaBIISIONIUX
roCy/IapCTBEHHYIO TallHy, B TOM YHUCJIE€ IEPCOHANBHBIX JTaHHBIX;

B) oOecrieueHHUs] 0€30MaCHOCTH KpUTHUYECKOW HH(OpMalmoHHOW MHPpacTpyKTypbl Poccuiickoii
denepanuu;

r) oOHapyXeHHs, NpPEeIyNpeKACHUS | JMKBUAALUU IIOCICACTBUI KOMIBIOTEPHBIX aTak MU
pearupoBaHMsi HA KOMIIBIOTEPHBIE MHIIUIEHTHI;
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M) co3maHus M oOecreyeHWs — Oe3omacHOro  (DyHKIIMOHUPOBAHUS  TOCYJAPCTBCHHBIX
WH(OPMAIMOHHBIX CUCTEM M HH(DPOPMAIIMOHHBIX CHCTEM B 3alIUIIIEHHOM HCIIOJIHCHUU;

€) co3aaHusi, 00eCreYeHNUs TEXHUYCCKUX YCIOBHH YCTAHOBKHM W JKCIUTyaTalldd CPEACTB 3allUThI
uHpOpMaLnu;

’K) HMHBIX HOPMATHUBHBIX IIPAaBOBBIX aKTOB M CTaHIApTOB B 00JIACTH HH(POPMAIIMOHHOM
0E30I1aCHOCTH.

II1. TpynoBbie (1015KHOCTHBIE) 0013AHHOCTH OTBETCTBEHHOT0 JIMIIA

9. OTBETCTBEHHOE JIUIO IPUHUMAET y4acTHe B ()OPMHUPOBAHUU MOJUTHKH OpraHa (OpraHu3alun),
OTBEYAET 3a COIJIACOBaHME CTPATEIMU Pa3BUTHs OpraHa (OpraHu3allid) B YAaCTH BOIIPOCOB 0OECHEUEHUs
UH(POPMALIMOHHOMN 0€30MaCHOCTH.

10. OTBETCTBEHHOE JTUIIO:

a) OpraHuszyeT pa3pabdOTKy IIOJIMTUKM, HANpPaBIEHHOM B TOM 4HCiIe Ha oO0ecledeHue Hu
HoJyiep)kaHue  CTaOWIIBHOM — JesITeIbHOCTM oOpraHa (opraHusanuu) M ero (ee) MpoLEeccoB
(YHKIIMOHUPOBAHMUSI B CJlydyae IPOBEACHMS KOMIBIOTEPHBIX aTaK, OTBEYAeT 3a COIVIACOBAaHUE W
YTBEP)KJICHHE IOJUTUKM B OpraHe (OpraHu3aluy), pealu3allio MEpONpPUATHH, IMpelycMOTPEHHbIX
HOJIMTUKOM, OTCIIEKUBAET U KOHTPOJIUPYET PE3YJIbTaThl PEATU3aLUU OJUTHKY;

0) opranusyer paboTy mo obecredeHno HHHOPMALIMOHHOW 6€30MacHOCTH OpraHa (opraHu3alumn),
B TOM 4YHCJIE IO OOHAPYKEHUIO, MPEAYNPEKICHUIO U JIMKBUAALMU TTOCIEICTBUI KOMIBIOTEPHBIX aTaK U
pearupoBaHNI0 Ha KOMIBIOTEPHbIE MHUUAEHTHI, (POPMYJIMPOBAHUIO MEPEUYHsS] HEraTUBHBIX IMOCIEICTBHM,
NPOBEICHUIO MEPONPHUATHI 1O HMX HEAOMYUICHUIO, OTCISKMBAHUIO W KOHTPOIO 3(h(EeKTHBHOCTH
(pe3yIbTaTUBHOCTH) TAKUX MEPOMNPUATHIH, a TaKXKe 110 He0OXOAUMOMY UH(POPMALMOHHOMY OOMEHY;

B) OPTraHU3YeT pealu3alyio U KOHTPOJb IPOBEACHMS B OpraHe (OpraHu3aluy) OpraHu3alioOHHbIX U
TEXHUYECKUX MEp, PEUIeHUs O HEeOOXOJIMMOCTH OCYIIECTBIECHHUS KOTOPBIX NMpuHMMaroTcss dexepanbHon
cinyx0oii Oe3omacHoctu Poccuiickoit ®enepanun u dDenepanbHOM CayKO00W MO TEXHUYECKOMY U
9KCHOPTHOMY KOHTPOJIIO C Y4YeTOM MEHSIOIUXCS yrpo3 B HH(POpMaMoOHHOW cdepe, a TaKxke
CaMOCTOSITENIbHO OTBETCTBEHHBIM JIMIIOM B PE3yJIbTaTe CBOEH /1E€ATEIbHOCTH;

I') OpraHu3yeT OecHpensTCTBEHHbIM JOCTYyIN (B TOM 4YHCIE YAAJICHHBIM) JOJKHOCTHBIM JIMIAM
®enepanbHoil ciyxkObl Oe3omacHocTu Poccuiickoit ®enepauuu U ee TEppUTOPUATBHBIX OPraHOB K
MH(POPMALIMOHHBIM pecypcaM, MpUHAUIekKAIUM OpraHy (OpraHu3anuu) JM00 HCHOIb3yEMBIM OPraHOM
(opraHm3anusiMM),  JOCTYII K  KOTOPbIM  OO€CIEeUMBAETCSI  TOCPEJACTBOM  HCIIOJIb30BAHUS
UH(POPMALMOHHO-TEIEKOMMYHUKAIIMOHHON ceTn "MHTepHeT", B LeNsIX OCYLECTBICHUS MOHUTOPUHIA MX
3alMIIEHHOCTH, a TaKKe pabOTHUKaM CTPYKTYpPHOTO MOAPA3JIEICHUs], OCYIIECTBISIOMIET0 (YHKIUHU T10
o0ecreyeHnto HH(POPMAIMOHHOI 0€30MMacHOCTH;

Jl) OpraHu3yeT B3auMOJICUCTBUE C JOHKHOCTHBIMU JulaMu DenepanbHON C1y»KObl 0€30MacHOCTH
Poccuiickoit @enepannu U €€ TEPPUTOPUATIBHBIX OPraHOB, B TOM YMCJIE KOHTPOJIb UCIIOJIHEHUS YKa3aHUH,
naHHblx DenepanbHOM ciay)Ooi Oe3omacHocTu Poccuiickoit ®enepanuu U €€ TEPPUTOPUAIBHBIMU
OpraHamH IO pe3yJibTaTaM MOHHUTOPHMHIA 3alIMIIEHHOCTH UH()OPMAIIMOHHBIX PECYPCOB, MPUHAIEKALIIX
oprany (opraHuzanuu) JHUOO HCHOJB3YEMBIX OpPraHoM (OpraHu3alusMU), JOCTYI K KOTOPBIM
o0ecrieynBaeTcsi IMOCPEICTBOM  HCIOJBb30BaHUSA  HMH(GOPMAIIMOHHO-TEICKOMMYHHUKAIIMOHHON  CEeTH
"NHTepHer";

€) OpraHu3yeT KOHTpPOJIb 3a BBINOJHEHHEM TpeOOBaHMH HOPMATUBHBIX IPABOBBIX aKTOB,
HOPMAaTHUBHO-TEXHUYECKON JOKyMEHTAIlMH, 3a COOJIIOJIEHUEM YCTAHOBJIEHHOTO TMOPSIAKA BBIMOIHEHUS
paboT mpHU PELIeHNH BOIIPOCOB, KACAIOIUXCS 3alIUThI HH(OPMAIIUH;

) OpraHU3yeT pa3BUTHE WHPOPMAIMOHHON 0€30macHOCTH, (JOPMHPOBAHUE U PAa3BUTHE HABBHIKOB
pabOTHUKOB OpraHa (opranuszainuu) B cepe nHpopMaMOHHOIN 0€30MaCHOCTH;

3) OopraHu3yeT pa3pabOTKy U peaju3alyio MEpONpUsATHI Mo obecrneyeHuo WHGOPMalUOHHON
0e30macHOCTM B oOpraHe (OpraHM3allid) B COOTBETCTBHM C TpeOOBaHHUAMHU K OOECIEUYEHUIO
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UH(POPMALIMOHHOM 0€30IIaCHOCTH, YCTaHOBJICHHBIMU (elepajbHbIMH 3aKOHAMM U TPHHATBIMU B
COOTBETCTBUU C HUMHU MHBIMU HOPMAaTUBHBIMHU IIPaBOBBIMU akTamu Poccuiickont denepanuu;

M) OpraHu3yeT KOHTPOJIb IOJb30BaTeled MH(POPMALMOHHBIX PECYpCOB OpraHa (OpraHu3aluu) B
YacTU COONIOJICHHUSI UMM peXuMa KOH(PHICHIMATHHOCTH MH(OPMAIMH, MPaBUI padOThl CO ChEMHBIMHU
MAaIlMHHBIMU HOCUTEISIMU MH(POPMALIMH, BBIIIOJHEHNUS OPraHU3allMOHHbBIX U TEXHUYECKUX MEp I10 3alluTe
uHpOpMaINH;

K) OpraHu3yeT IUNIaHUPOBaHWE MEPONPUATUI IO obecreyeHn0 HHHOPMAIIMOHHON 0€30M1acHOCTH B
opraxe (OpraHu3aluu), TOABEIOMCTBEHHBIX OpraHu3alusaxX ((puimanax, mpeacTaBUTeLCTBAX);

J) OpraHu3yeT IOJArOTOBKY IIPaBOBBIX aKTOB, MHBIX OPraHU3alOHHO-PACHOPSAUTEIbHBIX
JOKYMEHTOB II0 BOIIpOcaM oOOecTieueHuss MHPOPMAIIMOHHOW 0€30MacHOCTH B OpraHe (OpraHu3aiuin),
OCYILECTBIIIET COIVIACOBAaHME MHBIX JOKYMEHTOB oOpraHa (OpraHu3allid) B 4YacTd oOecredyeHus
nH(OPMAIIMOHHON 0€301TaCHOCTH;

M) OpraHM3yeT NpOBEJCHHE HAyYHO-HCCIEI0BATEIbCKMX U ONBITHO-KOHCTPYKTOPCKUX paboT Io
BOIpocaM obecredeHnss HHHOPMAIIMOHHON 0E30MaCHOCTH B OpraHe (OpraHM3aluH), MOIBEIOMCTBEHHBIX
opranuzanusax (prmanax, mpeacTaBUTEIbCTBAX);

H) OpraHuM3yeT IIPOBEIACHHWE KOHTPOJIS 3a COCTOSHHEM o0ecredeHus WH(POPMAIUOHHOM
0e30macHOCTM B opraHe  (OpraHu3alu),  IIOJIBEJJOMCTBEHHBIX  OpraHu3auuax  (¢puiuanax,
IPEJICTaBUTENIbCTBAX ), BKIIIOYAs OLIEHKY 3aIMIIEHHOCTU CUCTEM U CETel, OIepaTOpOM KOTOPBIX SIBISIETCS
opras (opraHusanus), oJIB€JOMCTBEHHbIE OpraHu3aluK ((UINaNbI, IPEICTABUTEIbCTBA).

11. OTBeTCcTBEHHOE UIIO:

a) OCYILECTBJIACT PEryJIApHbIA KOHTPOJIb TEKYIIEro YPOBHS (COCTOSIHMS) HH(DOPMAIMOHHON
0€30MacCHOCTH B OpraHe (OpraHu3alum), a TAKKe OTBEYAET 3a Pean3allhi0 MEPONPUSITUIA, HAIPAaBICHHbIX
Ha TOJJIep’)KaHUEe M pa3BUTUE YPOBHA (COCTOSAHUA) HMH(POPMALMOHHOW O€30acHOCTH B OpraHe
(opranmM3anuu), B TOM YHCJE€ C YYE€TOM TOSBICHHS HOBBIX YIrpo3 O0€30macHOCTH HHGOpMAIMH |
COBPEMEHHBIX CIIOCOOOB U METOJIOB ITPOBEACHUS KOMIIBIOTEPHBIX aTakK;

0) OCYyIIECTBISIET pEryJsipHOE M CBOEBPEMEHHOE HWH(POPMUPOBAHUE PYKOBOJCTBA OpraHa
(opraHuM3zanuu) O KOMIBIOTEPHBIX HWHIMICHTAX, TEKYIIEM YPOBHE (COCTOSIHUM) HWH(OPMAIMOHHON
0€30MacHOCTH B OpraHe (OpraHu3alydu) M pe3ysibTaTax MPaKTUYECKHX YUEHUH MO MPOTUBOAECHUCTBHUIO
KOMITbIOTEPHBIM aTaKam;

B) OCYIIECTBJISIET KOHTPOJb 32 BEIECHUEM OPTraHU3allMOHHO-PACHOPSAUTEIbHOM JOKYMEHTAIUH,
CTaTUCTHUYECKOTO yYeTa U OTYETHOCTH 110 KYPHUPYEMBIM pa3jienaM paboThl;

T') OCYILIECTBIISIET COTJIacCOBaHUE TPEOOBAHUN K CUCTEMaM U CETSAM, OIepaTOPOM KOTOPBIX SIBIISETCS
opran (opraHusanus), IMOABEJOMCTBEHHbIE OpraHu3anuu ((Quiuagbl, MPEICTaBUTENIBCTBA), B YaCTH
obecrieueHrss ”HPOPMAIIMOHHOM OE€30MacHOCTH;

J) OCYLIECTBISET PYKOBOJCTBO CTPYKTYPHBIM IMOJpa3/ielIeHueM opraHa (OpraHu3aiun),
oOecneunBaroUM HH(OPMALIMOHHYIO 0€3011aCHOCTh OpraHa (OpraHu3alyn).

12. OTBETCTBEHHOE TUIIO:

a) OpraHu3yeT M KOHTPOJUPYET MPOBEACHHE MEPOIPHUITHI IO aHalW3y M OLEHKE COCTOSHUS
UH(POPMALIMOHHOM 0€30MacCHOCTH OpraHa (OpraHu3altn) U KOHTPOJIUPYET UX PE3yJIbTaThl;

0) opraHusyeT W KOHTPOJIUPYET (PYHKIMOHUPOBAHHE CHUCTEMBbI obOecredeHus WH()OPMAIMOHHON
0e30macHOCTH B oOpraHe (OpraHu3aiuu), KOOPAUHHUPYET (YHKIHOHHPOBAHHE CHUCTEM o0OecredeHus
nH($OpPMallMOHHON 0€30M1aCHOCTH B MOJIBEIOMCTBEHHBIX OpraHu3anusix (puamanax, npeacTaBUTEIbCTBAX);

B) KOOPAMHUPYET NEATEeIbHOCTh WHBIX CTPYKTYPHBIX MOJpa3JeieHuil opraHa (OopraHu3alun),
MOJBEAOMCTBEHHBIX ~OpraHu3anuii  ((uiauanoB, TMPEACTABUTENBCTB) 10 BOMpocaM oOecTeueHus
UH(POPMALIMOHHOM 0€30MacCHOCTH.

13. OTBeTCTBEHHOE JHMIO COIVIACOBBIBAECT IMOJIMTHKY, TEXHUYECKHE 3aJaHUsl W HHYIO
OCHOBOIIOJIATAIOIYI0 JOKYMEHTAlMi0 B chepe HHGPOPMAIMOHHBIX TEXHOJOTHH, IHU(PPOBU3ALUU U
ndpoBoit TpaHchopMauK oprana (OpraHu3aIim).

14. OTBeTCTBEHHOE JMLO C MCIOJb30BAaHUEM HOPMATHUBHBIX IIPABOBBIX JIOKYMEHTOB H
MeTOIUYEeCcKX MaTepuaioB denepanbHOl ciyk0bl 6e3omacHocTH Poccuiickoit deaepanuu opraHuzyer
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oOHapy»XeHHe, MpeaIynpexJAeHUe U JIMKBUAAIMIO MOCIEICTBUN KOMIBIOTEPHBIX aTakK, pearupoBaHUE Ha
KOMIIBIOTEPHBIE HWHIUACHTHI C HWHPOPMAIMOHHBIMH pecypcaMu opraHa (OpraHu3anuu), a TaKKe
B3anMojeiicTBre ¢ HalimoHalbHBIM KOOPAUHALMOHHBIM HEHTPOM IO KOMITBIOTEPHBIM HHIUACHTAM OJHUM
(MM HECKOJILKMMH ) U3 CIICTYIOIINX CIIOCOOO0B:

a) CWJIaMH CTPYKTYPHOTO MOJpa3/eieHusl, OTBETCTBEHHOIO 3a obecrieyeHre HWH(OPMALMOHHOM
0e30MacHOCTH, C 3aKJIIOUEHHEM COTJIalleHusi (M3JaHusi COBMECTHOTO aKTa) O B3aUMOJACHCTBUU C
®denepanpHoll cmyx00i OezonmacHoctu Poccuiickoit ®denepanun (HarmoHanmbHBIM KOOPAMHAITMOHHBIM
[EHTPOM IO KOMIBIOTEPHBIM HHIIMICHTAM), BKIIOYAIOIIETO0 B TOM YHUCIE MpaBa U 00sI3aHHOCTU CTOPOH,
MOPSOK TPOBENIECHUS COBMECTHBIX MEpONPUATUH, perjaMeHT HMH(OPMAalHUOHHOIO OOMEHa, MOPAIOK U
CPOKH TIPEICTABICHUS OTYETHOCTH, TTOPSIOK ¥ POPMBI KOHTPOJIS,

0) cuiaMu CTPYKTYpPHOTO TOJpa3fesieHusi, OTBETCTBEHHOIO 3a obecreueHue HWHGOpMAalHOHHON
0C30MacHOCTH, C €ro axKKpeAWTalueld KaK IIeHTpa TOCYJapCTBEHHON CHCTEMbI OOHApYKEHUS,
OpeNynpexaeHus U JIMKBUAALMU TOCIEICTBUNA KOMIIBPIOTEPHBIX aTak Ha HH(POPMAIMOHHBIE PECypChI
Poccuiickoit ®enepanuu;

B) CHJIAMH OpTaHU3alUi, SABISIOMIUXCS aKKPEIUTOBAHHBIMU IIECHTPAMU IOCYAapCTBEHHONW CHCTEMBI
OoOHapy)eHUS, MPEAYIPSKICHUS U JIMKBUIAINN TTOCTICACTBHIA KOMITBIOTEPHBIX aTak Ha HHPOPMAIIHOHHEIC
pecypcebl Poccuiickoit @enepannu.

15. OTBeTCTBEHHOE JIUIIO 00ECTICUNBACT TUIAHUPOBAHUE M PEATU3AIMI0 MEPOTIPUSITHI TI0 TIEPEBOTY
CUCTEM U CeTel Ha OTEYECTBEHHbBIE CPEACTBA 3alIUTHl HHPOPMAIINH, a TAK)KE KOHTPOJb 32 COOII0CHHEM
3ampeTra Ha HCIOJb30BAaHUE CPEACTB 3allUThl WH(OOpPMAIUMU, CTpaHAMU MPOUCXOXKIEHUS KOTOPBIX
ABIISIOTCS WHOCTpPaHHBIE TOCYJapcTBa B COOTBETCTBUU C nyHKToM 6 Ykaza Ilpesumenta Poccuiickoit
Oeneparun "O TONOTHUTENBHBIX MEpax Mo olecredeHno NHPOopMamonHoi 6e3onacHoct Poccuiickoit
®enepanun.

16. OTBETCTBEHHOE JIUIIO COIIPOBOXKJIAET MEPOIIPUATHUS 110 pa3paboTKe (MOAECPHU3ALINN) CUCTEM U
ceTeil B yacTu MH(OPMAIIMOHHOM 0E30MacHOCTH, a Takke TpeOOBaHUII HOPMATHUBHBIX MPAaBOBHIX aKTOB,
HOPMAaTHUBHO-TEXHUYECKUX W METOJMUYSCKUX JOKYMEHTOB IO 3alIUTe WH(POPMAIIUU U BBITOJHEHUS 3THUX
TpeGoBaHUIA.

17. OTBeTCTBEHHOE JHUIIO0 MPOBOAWT PAOOTy MO YHU(DHUKAIMKA CHOCOOOB W CPEICTB TIO
obecrnieueHnI0 HHPOPMAITMOHHOM 0€30MacHOCTH, MHBIX TEXHUYECKUX PEIICHUN B opraHe (OpraHu3aluu),
MOJIBEIOMCTBEHHBIX OpraHu3anusx ((puamanax, NpeicTaBUTENbCTBAX ).

18. OTBeTrcTBEHHOE IHUII0 NPUHHMAET Mepbl IO COBEPIICHCTBOBAHHIO  00ECMEeYCHHUS
uH(pOpMallMOHHOM 0Oe30macHOCTM B opraHe (OpraHu3alyM), TOABEIOMCTBEHHBIX OpraHU3alUsaX
(punmanax, npeacTaBUTEIBCTBAX).

19. OTBEeTCTBEHHOE JIMIIO TIOBBIMIAET HA MOCTOSIHHOM OCHOBE MPO(PECCHOHAIBHYIO KOMIETEHIIUIO,
3HAHUS U HABBIKU B 001acTu obecreueHnst nH(HOPMAIIMOHHON O€30MacHOCTH.

20. OTBETCTBEHHOE JIUIIO BHITIOJIHIET UHBIE 00SI3aHHOCTH, UCXO/IS1 U3 BO3JIOKEHHBIX MTOJTHOMOYHH 1
MOCTaBIICHHBIX PYKOBOJICTBOM OpraHa (OpraHu3alidy) 3aflad B paMKax obOecriedeHus HHPOPMAIMOHHOM
0€30MacHOCTH opraHa (OpraHu3alum), MoABeIOMCTBEHHbBIX OpraHu3anuil (puanaios, IpeCTaBUTENbCTB).

21. OTBETCTBEHHOE JUIIO:

a) coOmroaeT 1 o0ecreynBaeT BBITIOJIHEHHE 3aKOHOAaTeNbeTBa Poccniickoit denepanuu;

0) B ciy4asix, YCTaHOBIIEHHBIX 3aKOHOJATelIbcTBOM Poccuiickoit denepanuu, COTIACOBHIBACT
noymTuKy ¢ PenepanbHOi cimy)k00i 6e3onmacHocTH Poccuiickoit Deaepanun n DepepaabHOM CITy»)KO0i 110
TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO;

B) mpescTasisieT no 3anpocam denepanpHoit cimyk0b1 6e3omacHocTH Poccuiickoit denepanuu u
@denepalbHON CIYKOBI TO TEXHHYECKOMY M DKCIOPTHOMY KOHTPOJIO JOCTOBEPHBIC CBEACHHUS O
pe3ynbTarax peaiu3alud MOJUTHKU ((aKTUYECKH TOCTUTHYTOM 3(PdeKTe U pe3ylbTaTe) U TEeKyIeM
ypoBHE (COCTOSIHUN) MH(POPMAITMOHHOMN 0€30MacCHOCTH B OpraHe (OpraHU3aIlNH);

I) TOAJEPKUBAET YPOBEHb KBATH(UKAIMK W TOCTOSHHO PAa3BHBAET CBOM HABBIKM B 0O0JACTH
uH(GOPMAIIMOHHON 0€30MacHOCTH, He0OXoauMble ajsi obecredeHuss HHPOPMAIIMOHHOW 0e30MacHOCTH B
opraHe (OpraHu3alymn);
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1) OpraHW30BBIBACT MpPU HEOOXOJMMOCTH MPOBEACHHWE W Yy4acTBYeT B Mpeaeiax CBOEH
KOMIICTCHIIMKU B OTPACJICBBIX, MCKOTPACJICBBIX, MCKPCTHUOHAIBHBIX H MCKIAYHAPOAHBIX BBICTABKAX,
ceMuHapax, KOH(pEpeHIUsIX, paboTe MEXKBEIOMCTBEHHBIX pabOYMX TpPYII, OTPACIEBBIX SKCIEPTHBIX
COO0OIIECTB, MEXKAYHAPOIHBIX OPTaHOB U OPraHU3AIIHIA;

€) yJ4acTByeT B IMpejesiaX KOMIIETEHIIMU B OCYIIECTBICHUH 3aKyIOK TOBApOB, paboOT, yCIyr s
obecrnieueHus HYX] B chepe nHHOPMAIIMOHHON OE30ITaCHOCTH.

IV. IIpaBa 0TBEeTCTBEHHOI0 JIMI[A

22. OTBETCTBEHHOE JIUIIO UMEET MPABO:

a) JaBaTh yKa3aHHMs M MOpY4YeHHs paOOTHHKAM opraHa (OpraHu3alii) B 4YacTH oOecredeHus
nH(OPMAIMOHHON 0€301aCHOCTH;

0) 3ampammBaTh OT pPaOOTHMKOB oOpraHa (opraHu3anuu) WHGOPMAIMI0O H  MaTepHAIbI,
HE0OXOUMBIE I Pealn3allii BO3JI0KEHHBIX Ha OTBETCTBEHHOE JIULIO IPaB U 00sS3aHHOCTEH;

B) y4acTBOBaTh B 3acelaHMSIX (COBEUIAHMSIX) KOJIJIETHAJIbHBIX OPraHOB OpraHa (OpraHU3aluu),
OPUHIATUM PEIIEHUH MO0 BOIpOCaM JEATEIbHOCTUM OpraHa (OpraHu3aliu), a TaKKe I10 BHECEHHUIO
MPEJIOKEHHH 110 COBEPIICHCTBOBAHUIO JCSITEILHOCTU OpraHa (OpraHu3alim);

I') y4acTBOBaThb B Pa3pa0OTKE MOJHMTUKH, BHIHOCHUTH IOJUTHKY Ha OOCYXICHHE, YTBEpXKICHHE
KOJUIETHalIbHOMY OpTraHy opraHa (OpraHu3aiun);

J) TPEACTaBIATH pe3yJibTaThl pealu3aluy IOJUTHKU KOJUIETHAIbHOMY OpraHy (oprasa)
OpraHH3aIy;

€) NMPUHHMAaTh PEHICHUS O BompocaM olecreyeHus HH(GOPMAIIMOHHONH O€30MacHOCTH OpraHa
(opraHu3anun);

K) B3amMojeicTBoBath ¢ DemepaibHON cimyx0oi OezonmacHoct Poccuiickoit ®Denepanum,
®denepanbHOI ciyxk00i 10 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO U MHBIMH (pe/iepaibHbIMU OpraHaMu
UCIIOJTHUTENIbHOM BJacTH MO BompocaMm oOecredyeHuss HHPOPMAIMOHHOM 0e3011acHOCTH, B TOM YHCIIE IO
BOIPOCAaM COBEPIIEHCTBOBAaHUS 3aKoHojaTenbcTBa Poccuiickoit ®denepanuu B obimactu obecriedeHus
nH(pOpMaIMOHHOM 0€30MaCHOCTH;

3) BHOCUTH NPEII0KEHNs O MPUBJICUEHUH OPraHU3aluil, UMEIOIINUX COOTBETCTBYIOIUE JTUICH3HH
Ha JIESATENIbHOCTh B O0JIACTH 3alllUThl MHPOpPMAIMH, B COOTBETCTBUHU C 3aKOHOJATENbCTBOM Poccuiickoii
denepanuu K NpoBeIeHUIO paboT Mo o0ecreyeHn o HH(POPMAIIMOHHOMN 0€3011acHOCTH;

1) MHULIMMPOBATh MPOBEPKU YPOBHS (COCTOSIHUS) 0OecrieueH sl HHPOPMAIMOHHOMN 0€3011acHOCTH B
oprase (OpraHu3alum), €e MoJIBEAOMCTBEHHBIX U JJOUEPHUX OpPTaHU3aLMIX;

K) OpraHu30BbIBaTh Ha OOBEKTax opraHa (OpraHu3alMM) MEpONpUATUS MO0 HH(OPMALMOHHOMN
0€30IacHOCTH, Pa3pabOTKy M IpeJCTaBlIeHHEe PYKOBOAUTENIO OpraHa (OpraHu3allM) MPeUIOKEHUH 1o
BHECEHHUIO W3MEHEHHH B Mpolecchl (yHKIMOHUPOBAHUS, MPUHATHIO IPYIMX MeEp, HANpaBICHHBIX Ha
HEJIOMYIIEHUE peau3alii HEraTUBHBIX MTOCIIE/ICTBUI;

J) IOJIy4aTh JIOCTYI B YCTAHOBJIEHHOM MOPSAJIKE K CBEICHUSM, COCTABIISIIOIINM IOCYIapCTBEHHYIO
TailHy, €CIM HUCIOJHEHHE OO0S3aHHOCTeH OTBETCTBEHHOI'O JIMIA CBS3aHO C HCMOJb30BAHUEM TaKHX
CBEJICHMI U HAIMYMEM HEOOXOAUMBIX MPaB U MOJTHOMOYHN;

M) IOJIy4aTh JOCTYIl B YCTAHOBJICHHOM MOPSJIKE B CBSI3U C MCIIOJHEHHEM CBOUX OOS3aHHOCTEH B
roCy/apCTBEHHbIE OpraHbl, OpraHbl MECTHOTO CaMOYIpPaBJIeHUs, OOLIECTBEHHbIE OOBEANHEHUS U JIPYTHE
OpraHu3aIuy;

H) oOecreuynBaTh HaJJIeXkKalllie OPraHU3allMOHHO-TEXHUUYECKHUE YCJIOBHS, HEOOXOAMMBIE [T
UCTIOJIHEHUS 00s13aHHOCTEN OTBETCTBEHHOTO JIMIIA.

V. OTBeTCTBEeHHOCTh OTBETCTBEHHOT0 JINIA
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23. OTBETCTBEHHOE JIMLIO B COOTBETCTBUHU C 3aKOHOJAATeNbCcTBOM Poccuiickoit denepanum Hecet
OTBETCTBEHHOCTD:

a) 32 HEUCIIOJIHEHUE WM HEeHA/AJIeKallee UCTIOTHEHUE CBOMX 003aHHOCTEH;

0) 3a neiictBusi (Oe3neiCTBHE), BEAyIIME K HApYIICHUIO MPaB M 3aKOHHBIX MHTEPECOB OpraHa
(opranmu3anun);

B) 3a pasrjaileHue TOCyJapCTBEHHOMN TailHbI M MHBIX CBEICHHM, CTABIINX €My U3BECTHBIMU B CBSI3H
C UCIIOJTHEHHEM CBOUX 00A3aHHOCTEH;

T') 32 JOCTKEHUE IeNiei oOecrieueHnss HHPOPMAIIMOHHON 0€30acHOCTH;

) 3a TMOoJJAepKaHWe U HeNpepblBHOE pa3BuUTHE HWHGOPMAIMOHHON OE€30MacHOCTH oOpraHa
(opranu3zanuu) 1Jist UICKIIOYEHUs (HEBO3MOXKHOCTH peaanu3alliy) HETaTUBHBIX MMOCIIEACTBUM;

€) 3a OpraHu3alUi0 MEpOINpHUATHI Mo pa3paboTke (MOAEpHM3AIMH) CUCTEM U CETel B 4YacTu
UH(POPMALIMOHHOM 0€301IaCHOCTH OpraHa (OpraHu3alun);

K) 3a HapyIIeHUs TPpeOOBaHUH 10 0OecTieueHHI0 HH(OPMAIMOHHOM 0€301MacHOCTH;

3) 32 HapyIICHUS B 00CCIICUCHUH 3aIUTHI CHCTEM M CETeH, MOBJICKITNE HETAaTHBHBIC TTOCIICICTBHS.

YTBEP/KAEHO
nocraHosieHueM IlpaBuresbeTBa
Poccuiickoii Penepannu

ot 15 nroas 2022 r. N 1272

Tunosoe noJio:kenue
0 CTPYKTYPHOM NOAPAa3ieJieHNH OpPrana (OpraHu3anum), odecneynBaeM HHPOPMAIMOHHYIO
0e30MacHOCTh OPraHa (OpraHu3annu)

1. O01Iue mos10KeHus

1. Hacrosimiee THUMOBOE TMOJOXKEHUE ONpeNeNnseT LeiaH, 3aJauyd M (QyHKIUH CTPYKTYpHOI'O
nojpasziesieHuss (penepaJbHOr0 OpraHa HMCIOJIHUTEIbHOW BIJIACTH, BBICIIErO HCIOJHUTEIBHOIO OpraHa
cyobekra Poccuiickoit ®enepanuu, TocyAapcTBEHHOro (OHIA, TOCYJApCTBEHHOH KOPHOpaLuu
(KOMITAaHWK) ¥ MHOW OpraHM3allM, CO3JaHHOW Ha OCHOBaHUU (e[epalbHOI0 3aKOHA, CTPATErHYECKOro
OPEANpUATHS, CTPATEIrMYECKOro aKIMOHEPHOro oOIIecTBa W CUCTEMOOOpasyloliel opraHu3aluu
pPOCCUHMCKOH  SKOHOMMKH,  IOPUIUYECKOrO  JIMIA,  SIBISIIOIIETOCS ~ CYOBEKTOM  KPUTHYECKOU
uHpopMallmoHHONH UWHGpacTpykTypsl Poccuiickoii @enepanuu (manee - opraH (opraHuzaius),
obecreunBaroIiero nHMOpMaIMOHHYI0 0€30IaCHOCTh OpraHa (OpraHu3aIum) (Janee - Moapa3AeICHHE).

2. llompaspeneHue B CBOEH JAeATENbHOCTH pyKoBoxacTByercs Kouctutynumeinn Poccuiickoit
Oenepanyy, QenepalbHbIMU KOHCTUTYLMOHHBIMM 3aKOHaMH, (enepaabHbIMU 3aKOHAMM, AaKTaMH
IIpesunenra Poccuiickori @Penepauuun u  axkramu  [IpaBurensctBa  Poccumiickoin  denepanuy,
MEXIYHApOAHBIMA AoroBopamu Poccuiickoi @enepanny, HOPMATHUBHBIMH IIPABOBBIMU  aKTaMH
(denepanabHBIX OPraHoB HCIIOJHUTEIBHOM BJIACTH, YIOJIHOMOYEHHBIX B 00jacTu obecredeHus
nH(pOpMallMOHHON 0€30MacHOCTH, JPYTMMH HOPMAaTUBHBIMHM IPaBOBBIMU JIOKyMEHTaMH B cdepe
oOecrieyeHnss MH(OPMAIIMOHHON O€30MAaCHOCTH, yKa3aHUSIMHM PYKOBOJAWTEINS OpraHa (OpraHu3aiiu) U
HACTOSIIIIUM TUIIOBBIM ITOJIOKEHHUEM.

3. IlogpasneneHue MOAYMHEHO  3aMECTUTENIO  PYKOBOOUTENS OpraHa (OpraHu3aluu),
OTBETCTBEHHOMY 3a oOecrneueHue nH(HOpMalnoOHHON 0e30MacHOCTH B OpraHe (OpraHu3alnuu), 1100 HHBIM
JMIIaM M3 COCTaBa PYKOBOJICTBA OpraHa (OpraHu3alliM) MpU YCIOBUU OCYIIECTBICHHUS KypUPOBaHHS CO
CTOPOHBI pyKOBOJIUTEISI OpraHa (OpraHu3aIum).

4. KoHTpoib 3a JACATEIBHOCTBIO TOAPA3AEICHUS OCYIIECTBISAET PYKOBOAWTENL OpraHa
(opraHu3zanun).
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I1. enn u 3aga4u eATEJILHOCTH MOAPA3/Ae/ICHUS

5. JlesiTenpHOCTD MOApA3AeCHHS HAallpaBJeHa:

a) Ha MCKJIIOYEHHE WM CYIIECTBEHHOE CHIDKEHUE HEraTHBHBIX MociencTBuil (ymepba) B
OTHOILICHWM OpraHa (OpraHM3aluH) BCIEACTBUE HApyMICHHS (QYHKIMOHHPOBAHUS HH(POPMALMOHHBIX
CUCTeM, UH(POPMALIMOHHO-TEIEKOMMYHUKALIMOHHBIX CETel U aBTOMAaTHU3UPOBAHHBIX CUCTEM YIIPABJICHUS B
pe3yabTaTe peann3alnnu yrpo3 0€30macHoCTH HH()OpMAIIHIH;

0) Ha oOecrnedeHre KOH(MUICHIIMATLHOCTH HWH(POPMAIMH, IOCTYIl K KOTOPOH OrpaHUYEeH B
COOTBETCTBHUU C 3aKOHOAATENLCTBOM Poccuiickont denepanuu;

B) Ha TOBBINICHHWE 3AIIMIICHHOCTH OpraHa (OpraHU3alMK) OT BO3MOXHOTO HAHECEHUs eMy (eil)
MaTepHaJIbHOTO, PENYTAMOHHOIO WM MHOTO yliepOa MOoCpeCTBOM CIYYaliHOTO WMJIM MpeIHAMEPEHHOTO
HECAaHKIMOHMPOBAHHOI'O BMEIIATENbCTBA B IMpolecc (QYHKIUOHUPOBAHUS HH(OPMAIIMOHHBIX CHUCTEM
oprana (OpraHM3alyy) Wi HECAHKIIMOHMPOBAHHOTO JIOCTYNA K MUPKYJIUPYIOMIEH B HUX WHPOPMALUU U
€€ HECaHKIIMOHUPOBAHHOTO HCIIOIb30BAHUS;

r) Ha o0ecredyeHHe HAACKHOCTH W dS(P(EeKTUBHOCTH (PYHKIMOHUPOBaHUS H OE30MACHOCTH
WH(GOPMAILMOHHBIX CHUCTEM, MPOU3BOJCTBEHHBIX MPOIECCOB U HH(DOPMALMOHHO-TEXHOJIOTHUECKON
UHQPPACTPYKTYPHI OpraHa (OpraHU3aIlHH );

1) Ha o0ecrieueHne BBIMOJIHEHUS TpeOoBaHM 10 MH(OPMALIMOHHONW 0E€30MaCHOCTH MPH CO3JaHHUH
U (YHKIMOHMPOBAHUM WH(MOPMAIIMOHHBIX CHUCTEM U HWH(POPMALMOHHO-TEICKOMMYHUKAITUOHHON
UH(GPACTPYKTYpHI OpraHa (OpraHU3aIuN ).

6. OCHOBHBIMU 3aJ]auaMU JESITEIbHOCTH MTOIPA3/ICIICHUS SBISIOTCSA:

a) IUIAaHUPOBaHWE, OpPraHM3alMs U KOOpAWHAIMS paboT Mo obecrmeueHuto WHGOPMALUOHHON
0€30MacCHOCTH U KOHTPOJIb 3a €€ COCTOSIHUEM B OpraHe (OpraHu3alun);

0) BbIsABIEHHE Yrpo3 0Oe30macHOCTH HMHGOpPMAIMU U YSI3BUMOCTEH HMH(MOPMAIMOHHBIX CUCTEM,
IPOTPaAMMHOTO 00eCTIeUeHH sl ¥ TIPOTPAMMHO-aNIapaTHBIX CPECTB;

B) MpeIOTBpallleHHe YTEeYKH WHGPOpMAalMU MO TEXHUYECKHM KaHallaM, HECaHKIIMOHHMPOBAHHOTO
JocTyna K Hel, CHelUalbHbIX BO3JEHCTBUI Ha MHGpOpManuio (HOCUTENIM HHQOpMAIMHM) B ILENIX ee
NOOBIBaHUS, YHUUTOXKEHHUSI, HCKaKEHHsI U OJIOKMPOBAaHUS J10CTYyIA K Hell;

I) nojjiepKaHue CTaOUIbHON NeSTEIbHOCTH OpraHa (OpraHu3aluu) U ero (ee) Ipou3BOJCTBEHHBIX
IPOIIECCOB B CIIy4ae MPOBEIEHUS] KOMIIBIOTEPHBIX aTakK;

1) B3auMojeiicTBue ¢ HanuoHaIBHBIM KOOPIMHAIMOHHBIM [EHTPOM TI0 KOMITBIOTEPHBIM
UHIIUJICHTaM;

e) olecriedeHHe HOPMATHBHO-TIPABOBOTO 00ECHEUeHHs] HCIOJIb30BaHUS HMH(OPMAIIMOHHBIX
pecypcoB.

II1. ®ynkuuu noapasaesieHust

7. llogpa3zeneHue BBIMOIHSAET caeyromue QyHKIUU:

a) pa3paboTKa, KOOPAWHAIKS, YIIPABIEHNE U KOHTPOJIb 3a peau3aiuel miana (mporpaMmmsel) padoT
no oOecrneueHno HMH(OPMAIMOHHONW O€30MacHOCTH B OpraHe (OpraHu3aluu) M IOJBEJOMCTBEHHBIX
opraHax (OpraHu3anusix);

0) pa3paboTka MpeIOKEHUH IO COBEPUICHCTBOBAHUIO OPraHU3allMOHHO-PACTIOPSIUTENBHBIX
JOKYMEHTOB 10 ofecredeHno HHGOPMalMOHHONW O€30IacHOCTH B OpraHe (OopraHu3alud) U
IIPEJICTaBICHUE UX PYKOBOJUTEIIO OpraHa (OpraHu3aium);

B) BBISBIICHHE U MPOBEACHHUE aHAIMU3a yrpo3 0e30MmacHOCTH MH(OpMAalUKd B OTHOIIEHUM OpraHa
(opranuzanum), ySI3BUMOCTEN MH(POPMALIMOHHBIX CHUCTEM, IIPOrPaMMHOT0 obecrieyeHus
POrpaMMHO-aINAPATHBIX CPEJICTB U MPUHATHE MEP MO UX YCTPAHEHUIO;
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r) obecrieueHre B COOTBETCTBUM C TPEOOBaHHMAMHU MO HH(GOPMAIIMOHHONW 0€30MacHOCTH, B TOM
YHCe C LENbI0 MCKIIOYCHHS (HEBO3MOKHOCTH PEajM3alli) HETaTHBHBIX IOCIEACTBUM, pa3paboTKu U
pealM3allud OPraHM3allMOHHBIX Mep U MPUMEHEHHs CpelACTB obecriedeHus UHGOPMAUOHHON
0e30I1aCHOCTH;

) OOHapyXeHue, NPeAYNPEeKIeHUE U JUKBUIALUSA MOCIEACTBUM KOMIIBIOTEPHBIX aTak M
pearupoBaHHe Ha KOMIIbIOTEPHbBIE MHIIUJEHTHI;

e) npezcrasieHue B HannoHanbHbBIN KOOPAMHAIIMOHHBIA LIEHTP MO KOMIIBIOTEPHBIM HHLUICHTAM
WH(OPMAIIUHU O BBISIBICHHBIX KOMITBIOTCPHBIX UHIIMICHTAX;

’K) HCIOJHEHWE YKa3zaHui, AaHHbIXx DenepanpHO cioyx00ii Oe3omacHocTH Poccuiickoit
Qenepallii M €€ TEPPUTOPUAIBHBIMM oOpraHamu, PenepanbHONH CIOyKOOH 10 TEXHUYECKOMY U
9KCIIOPTHOMY KOHTPOJIIO O pe3yjbTaTaM MOHUTOPHHIA 3alUIIEHHOCTH WH(GOPMAIMOHHBIX DPECYpPCOB,
NPUHAAISKANIUX OpraHy (OpraHu3anui) JU00 HCIONIb3YEeMBIX OpraHoM (OpraHu3aluen), JOCTyNm K
KOTOPBIM 00ECTeunBaeTcsl MOCPEICTBOM HCIOIb30BaHUS HH(DOPMALIMOHHO-TEIEKOMMYHHUKAIIMOHHON CETH
"UnTepuer";

3) MpOBEJIEHNE aHAIKM3a U KOHTPOJIS 32 COCTOSTHUEM 3alIUIIEHHOCTH CHCTEM U ceTel U pazpaboTka
MPEUIOKEHHUH 110 MOICPHHU3AIUH (TpaHCHOpPMAIIHK) OCHOBHBIX IPOIIECCOB OpraHa (OpraHU3aIliK) B MEJIsIX
obecrieueHrss THPOPMAIIMOHHOK 0€30MaCHOCTH B OpraHe (OpraHu3aliun);

1) MOATOTOBKA OTYETOB O COCTOSIHMHM paboT 1Mo obecredeHnto nH(HOPMAMOHHONW 0E301MacHOCTH B
oprane (OpraHu3aIym);

K) OpraHu3aiusi pa3BUTHUsS HABBIKOB OE30MacHOrO MOBEACHHS B opraHe (OpraHu3aiuu), B TOM
YlClie TPOBEACHUE 3aHATHHA C PYKOBOIAILIUM COCTABOM W CHEIHATMCTaMH opraHa (OpraHu3aluu) Io
BOIIpOcaM oOecrieueHus: THPOPMAITMOHHOHN 0€301acHOCTH;

J1) BBINIOJTHEHUE WHBIX (YHKIMI, UCXOS U3 MOCTABIEHHBIX PYKOBOJCTBOM OpraHa (OpraHu3alum)
neneil W 3amady B paMKax oOecneueHUs WHGOPMAIMOHHON O€301MacHOCTH B OpraHe (OpraHu3aium),
MOJIBEIOMCTBEHHBIX OpraHax (OpraHu3aiusix).

IV. IlpaBa noapasaejieHust

8. C nenbto peanuzanuu QyHKIUHA MoIpa3/ieleHue UMeeT MpaBo:

a) 3ampamyBaTh M IOJIy4aTh B YCTAaHOBJICHHOM MOpPSAKE OOCTyHn K padoTaM U JOKyMEHTaM
CTPYKTYpPHBIX MOApa3feleHuid opraHa (OpraHu3anuu), HEOOXOIUMBIM JUIs NPUHATHS PELICHUH 10 BCeM
BOIPOCaM, OTHECEHHBIM K KOMIETEHIINU MOIpa3/IeICHUs;

0) TOTOBUTh MNpPEAJIOKEHHUS O MPUBICUYEHUH K TMPOBEACHHUIO pPAOOT MO OOECNeYeHuIo
MH(OPMAllMOHHON 0€30MaCHOCTH OpraHu3allii, HWMEIOLUX JIMLIEH3UH Ha COOTBETCTBYIOIIMHA BHJ
NesITeIbHOCTH;

B) KOHTPOJIMPOBATH JIEATEIBHOCTD JIIOOOTO CTPYKTYPHOTO MOJIpa3iejieHUs] opraHa (OpraHu3aIim)
IO BBINOJIHEHHIO TpeOOBaHUH K 00ecriedeHn 0 HHPOPMALMOHHOW O€30M1acHOCTH;

I') MOCTOSSHHO MOBBIIIATh MPO(ecCHOHaNbHbIE KOMIETEHIIMH, 3HAHUS U HaBBIKM PaOOTHUKOB B
oOmnact obecneueHust UHHOPMAIIMOHHON 6€3011aCHOCTH;

) ydacTBOBaTh B IIpeleiax CBOEW KOMIETEHIIMH B OTpAcleBbIX, MEXOTPAaCIEBbIX,
MEXPETHOHAIBHBIX W MEXAYHapOIHBIX BBICTABKaxX, CEeMUHapax, KoH(pepeHuusx, B pabore
MEXBEIOMCTBEHHBIX pabOUYuX TPYII, OTPACIEBbIX HKCIEPTHBIX COOOIIECTB, MEXIYHAPOJHBIX OPTaHOB U
OpraHu3alui;

€) ydacTBOBaTh B paboTe KOMHUCCHI oOpraHa (OpraHu3aluu) MpU PacCMOTPEHUU BOIPOCOB
oOecrieyeHnss HPOPMALIMOHHOM 6€3011acHOCTH;

) BHOCUTH NpPEIJIOKEHHUS PYKOBOJCTBY OpraHa (opraHu3alii) O HPHUOCTAaHOBIEHUU pPadOT B
cirydae oOHapykeHus (akTa HapylIeHus: HHPOPMAITMOHHONW O€30MaCHOCTH;

3) BHOCHUTD IPEACTaBICHUS PyKOBOJICTBY OpraHa (OpraHu3alii) B OTHOLIEHUHU TOCYJapCTBEHHBIX
CITy’KaIllUX, MyHUIUIIATBHBIX CIIY>KalllMX U PaOOTHUKOB OpraHa (opraHu3anuu) (nanee - pabOTHUKHU) MPH
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oOHapyxeHHMH (aKTOB HapyIICHHUs paOOTHUKAaMH yCTAaHOBJICHHBIX TpeOOBaHUN OE30MacHOCTH
uHpOpMallMKu B opraHe (OpraHu3aiyu), B TOM YHCJIE XOJaTaiiCTBOBaTh O NPUBJICYCHHM YKa3aHHBIX
pabOTHUKOB K aIMUHUCTPATUBHON WJIK YTOJIOBHOM OTBETCTBEHHOCTH;

M) BHOCUTb Ha PacCMOTPEHHUE PYKOBOJCTBY OpraHa (OpraHu3aliu) NPEAJIOKEHHs 110 BOIpOcaM
JESATENIbHOCTH MOAPA3ICICHHUS.

V. B3auMoOTHOIIIEHUSI U CBSA3H nmoapasacjacHus

9. TlogpazneneHue OCYUIECTBISET CBOM IOJTHOMOYMSI BO B3aUMOJICHCTBUU CO CTPYKTYpPHBIMH
Mo/Ipa3iefIiecHUs MU OpraHa (OpraHu3aluu) U MOJBEIOMCTBEHHBIMU €My OpraHaMu (OpraHM3alysMH), a
TaKKe B IMpelerax CBOEW KOMIETCHIMM C WHBIMU OpraHaMy (OpraHu3alusMU) U TpakIaHAMHU B
YCTaHOBJIEHHOM IOPSJKE.

10. Ilo yka3zaHHIO PYKOBOJCTBA OCYILIECTBISET B3aumMojeiicTBue ¢ DenepalibHO CIy:)k00ii
6esomacHoctu Poccuiickoit ®enepanuu, denepanbHoi ciaykO0H MO TEXHUYECKOMY M 3KCIOPTHOMY
KOHTPOJIIO U MMHHCTEPCTBOM HHU(PPOBOTO Pa3BUTHA, CBSI3U M MACCOBBIX KOMMYHHKaIuil Poccuiickoii
®deneparun 1Mo BompocaMm HHPOPMALMOHHON 0€3011acHOCTH.

VI. [Toka3arenu 3¢pGeKTUBHOCTH 1 Pe3yIbTATHBHOCTH MOAPAa3/Ae/IeHUA

11. D¢ddexTuBHOCT U pe3yTbTATUBHOCTH JEATEIHHOCTH TOAPA3IACICHHUS ONPEACISIIOTCS 0
UTOraM BBINOJIHEHUS] OpraHoM (OpraHu3anueil), a TakXke I10/JBEJJOMCTBEHHBIMM €My OpraHamu
(opranM3anusMu) TPOrpaMMbl oOecriedeHnss HHHOPMAITMOHHONW 0€301acCHOCTH € Y4E€TOM NPHOPHUTETHBIX
1enel, mpeIycMOTpeHHbIX pazesioM Il HacTosIero THIIOBOro MOJOXKEHHUS.

12. PaboTHUKM TOIpa3/eieHus] HECYT OTBETCTBEHHOCTh 32 BBHIMIOJIHEHHE BO3JIOKEHHBIX Ha HUX
00513aHHOCTEl B COOTBETCTBHM C JIOJUKHOCTHBIMU pETJIaMEHTaMH, YTBEP)KIAEMBbIMU PYKOBOJIUTENIEM
opraa (opraHuzanuu) Ju00 JOJKHOCTHBIM JIMIIOM, HAJIEJIEHHBIM PYKOBOJUTENEM OpraHa (OpraHU3aIium)
COOTBETCTBYIOIMMH ITOJIHOMOYHUSMHU.
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